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[bookmark: a878473][bookmark: _Toc376945147][bookmark: main]Introduction & Scope 
[bookmark: a786656]This Privacy Notice (“Notice”) sets out how Streathers Solicitors LLP (collectively referred to as “Streathers”, "we", "us" or "our") handles the Personal Data of our clients, suppliers and other third parties. 
[bookmark: a277239]This Notice gives you information on how we collect and process your Personal Data and applies to all Personal Data we Process regardless of the media on which that Data is stored or whether it relates to past, present or prospective Data Subjects. This Notice supplements any other notices provided to you from time to time and is not intended to override them.
A list of defined data protection terms used in this document can be found at Appendix 1. References in this Notice to “Partner” means a member of Streathers Solicitors LLP.
We reserve the right to amend this Notice at any time without notice to you so, if required, please check to ensure that you are referring to the latest copy of this Notice. We may also notify you in other ways from time to time about the Processing of your Personal Data.
[bookmark: a557454][bookmark: _Toc376945150]Data Controller
Streathers Solicitors LLP of 44 Baker Street, London, W1U 7AL is a Data Controller for the purposes of the DPA 2018 and GDPR and is responsible for your Personal Data. 
Streathers have appointed a Data Protection Officer (“DPO”) to ensure ongoing compliance with the GDPR and this Notice. These tasks include (but are not limited to):
to inform and advise the Data Controller or the Data Processor and the employees who are Processing Personal data of their obligations pursuant to the GDPR; 
to monitor compliance with the GDPR, including the assignment of responsibilities, awareness raising and training of staff involved in the processing operations, and the related audits; 
to provide advice where requested as regards the data protection impact assessment and monitor its performance pursuant to Article 35 of the GDPR; 
to cooperate with the supervisory authority, the Information Commissioner’s Office (“the ICO”); and
to act as the contact point for the supervisory authority on issues related to the Processing of Personal data 
The post of DPO is currently held by Alexander Prior, Private Client & Commercial Department, 020 7034 4200, aprior@streathers.co.uk. Please contact the DPO with any questions about the operation of this Notice or the GDPR or if you have any concerns that this Notice is not being or has not been followed.
You have the right to make a complaint at any time to the ICO (www.ico.org.uk). We would, however, appreciate the chance to deal with your concerns before you approach the ICO so please contact us in the first instance.
[bookmark: a814398]Personal data protection principles
We adhere to the principles relating to Processing of Personal Data set out in the GDPR which require Personal Data to be:
[bookmark: a131193]Processed lawfully, fairly and in a transparent manner (Lawfulness, Fairness and Transparency). 
[bookmark: a322930]Collected only for specified, explicit and legitimate purposes (Purpose Limitation).
[bookmark: a875998]Adequate, relevant and limited to what is necessary in relation to the purposes for which it is Processed (Data Minimisation). 
[bookmark: a147346]Accurate and where necessary kept up to date (Accuracy).
[bookmark: a148224]Not kept in a form which permits identification of Data Subjects for longer than is necessary for the purposes for which the data is Processed (Storage Limitation).
[bookmark: a705265]Processed in a manner that ensures its security using appropriate technical and organisational measures to protect against unauthorised or unlawful Processing and against accidental loss, destruction or damage (Security, Integrity and Confidentiality).
[bookmark: a501983]Not transferred to another country without appropriate safeguards being in place (Transfer Limitation).
[bookmark: a588771]Made available to Data Subjects and Data Subjects allowed to exercise certain rights in relation to their Personal Data (Data Subject's Rights and Requests).
[bookmark: a337192][bookmark: _Toc376945152]Lawfulness, Fairness, & Transparency 
[bookmark: a301778]We may collect, use, store and transfer different kinds of Personal Data about you which we have grouped together as follows:
Identity Data includes first name, maiden name, last name, marital status, title, date of birth, gender, occupation and other employment information, national insurance number, tax reference numbers, self-image data and copies of driving licences/passports.
Contact Data includes billing address, home address, registered office address, email address and telephone numbers.
Financial Data includes bank account and payment card details, transaction details and account balance information.
AML Data includes (in addition to any Identity, Contact and Financial Data required) any such further information obtained from you in order to comply with our "know your customer" and/or anti-money laundering, fraud or sanction checks. 
Transaction Data includes details about your instructions and the legal services received from us.
Technical Data includes internet protocol (IP) address, your login data, browser type and version, time zone setting and location, browser plug-in types and versions, operating system and platform and other technology on the devices you use to access our website (or microsites) and any other information obtained through electronic means.
Sensitive Personal Data includes information relating to your physical or mental health. 
We collect Data from and about you through:
Direct interactions. You may give us your Identity, Contact, Financial, AML, Transaction, Technical and Sensitive Personal Data by filling in forms or by corresponding with us by post, phone, email or otherwise. This primarily includes Personal Data you provide in conjunction with your instructions for the provision of legal services; and 
Third parties or publicly available sources. We may receive Personal Data about you from various third parties and public sources including (but not limited to):  
Identity, Contact, Financial and Transaction Data from your agents, employees, representatives and/or family members based inside and outside the UK and EU.
Identity and Contact Data from publicly availably sources such as Companies House, the Land Registry and other governmental registers based inside the UK and EU.
AML Data from our third party search providers including, but not limited to, Thirdfort, SmartSearch, Accuity and supporting data aggregators, credit reference and reporting providers.  
Where we need to collect Personal Data by law, or under the terms of a contract we have with you and you fail to provide that Data when requested, we may not be able to perform the contract we have or are trying to enter into with you. In this case, we may have to cancel a contract you have with us but we will notify you if this is the case at the time.
The Purpose of Data Processing
The GDPR allows Processing for specific purposes, some of which are set out below:
[bookmark: a621927]the Data Subject has given his or her Consent;
[bookmark: a510711]the Processing is necessary for the performance of a contract with the Data Subject;
[bookmark: a143985]to meet our legal compliance obligations.; 
[bookmark: a513410]to protect the Data Subject's vital interests;
[bookmark: a539253]to pursue our legitimate interests for purposes where they are not overridden because the Processing prejudices the interests or fundamental rights and freedoms of Data Subjects. 
Your Personal Data may be Processed in order that we may discharge the services agreed, and for other related purposes including updating and enhancing client records, analysis for management purposes, advising you or individuals working for you about our firm and its services, crime prevention and legal and regulatory compliance. 
In particular, your Personal Data may be Processed in order that we may discharge our "know your customer" and anti-money laundering checks including, but not limited to, identity verification for the purposes of the prevention of fraud and to assist in preventing money laundering and other illegal or prohibited activities.
We do not currently take any decisions about you by automated means. Automated decision-making takes place when an electronic system uses personal information to make a decision without human intervention.  
Examples of when Sensitive Personal Data may be processed are:
information about your physical or mental health where such information is pertinent to your instruction such as the completion of lasting powers of attorneys or in litigation or family proceedings;
in order to comply with legal requirements and obligations to third parties.
Personal data is only Processed for the specific purposes for which it was first collected or for any other purposes specifically permitted by the GDPR. This means that Personal Data is not collected for one purpose and then used for another. If it becomes necessary to change the purpose for which the Data is processed, you will be informed of the new purpose before any Processing occurs (in so far as it is reasonable and practical to do so). 
Generally we do not rely on consent as a legal basis for Processing your Personal Data and we may Process your Personal Data without your knowledge or consent, in compliance with the above rules, where this is required or permitted by law.
[bookmark: a638860][bookmark: _Toc376945153]Data Minimisation 
Personal Data is only collected to the extent that it is required for the specific purpose notified to you. Any Data which is not necessary for that purpose will not be collected in the first place.
[bookmark: a999434][bookmark: _Toc376945154]Accuracy
Personal Data should be accurate and, where necessary, kept up to date. If necessary, steps will be taken to check the accuracy of any Personal Data at the point of collection and at reasonable intervals afterwards.
Please keep us informed if your Personal Data changes during your working relationship with us.
Storage Limitation  
We will only retain your Personal Data for as long as reasonably required to fulfil the purposes we collected it for, including for the purposes of satisfying any legal, accounting, or reporting requirements. Personal Data will be securely destroyed or erased from our systems when it is no longer required. 
To determine the appropriate retention period for Personal Data, we consider the amount, nature, and sensitivity of the Personal Data, the potential risk of harm from unauthorised use or disclosure of your Personal Data, the purposes for which we Process your Personal Data and whether we can achieve those purposes through other means, and the applicable legal requirements. 
Security, Integrity and Confidentiality
The GDPR requires us to put in place procedures and technologies to maintain the security of all Personal Data from the point of collection to the point of destruction.  We ensure that reasonable security measures are taken against unlawful or unauthorised Processing of Personal Data, and against the accidental loss of, or damage to, Personal Data. 
Maintaining data security means guaranteeing the confidentiality, integrity and availability of the Personal Data, defined as follows:
Confidentiality means that only people who have a need to know and are authorised to use the Personal Data can access it.
Integrity means that Personal Data should be accurate and suitable for the purpose for which it is Processed.
Availability means that authorised users should be able to access the Data if they need it for authorised purposes. 
If you have any questions about our current organisational and technical security procedures, please contact the DPO or one of the Partners.  
[bookmark: a369906][bookmark: a350802]The GDPR requires Data Controllers to notify any Personal Data Breach to the applicable regulator and, in certain instances, the Data Subject. We will notify Data Subjects or any applicable regulator where we are legally required to do so.
Data Sharing & Transferring information outside the EU
We may have to share your Data with third parties.  We will only share your Personal Data with third parties where required by law, where it is necessary to administer the working relationship with you or where we have another legitimate interest in doing so. "Third parties" includes your other representatives in relation to an instruction, the representatives of other parties to a relevant instruction and third party experts such as counsel. It also includes third party search providers including, but not limited to, Thirdfort, SmartSearch and Accuity in order for us to comply with our "know your customer" and anti-money laundering obligations.
Such third parties in the United Kingdom and the EU are subject to the provisions of the GDPR or similar regulations in relation to your Personal Data. We do not authorise third parties to use your Personal Data for their own purposes. 
We may also be required to transfer your Personal Data outside the UK and/or EU. The GDPR restricts data transfers to countries outside the UK and/or EEA (as applicable) in order to ensure that the level of data protection afforded to individuals by the GDPR is not undermined. We transfer Personal Data originating in one country across borders when we transmit, send, view or access that data in or to a different country.  
[bookmark: a704641]We may transfer Personal Data outside the UK and/or EEA (as applicable)only if one of the following conditions applies:
[bookmark: a608729]The UK Government and/or European Commission (as applicable) has issued a decision confirming that the country to which we transfer the Personal Data ensures an adequate level of protection for the Data Subjects' rights and freedoms; 
[bookmark: a962479]appropriate safeguards are in place such as binding corporate rules (BCR), standard contractual clauses approved by the UK Government and/or European Commission (as applicable), an approved code of conduct or a certification mechanism; 
[bookmark: a656728]the Data Subject has provided Explicit Consent to the proposed transfer after being informed of any potential risks; or
[bookmark: a154578]the transfer is necessary for one of the other reasons set out in the GDPR including the performance of a contract between us and the Data Subject, reasons of public interest, to establish, exercise or defend legal claims or to protect the vital interests of the Data Subject where the Data Subject is physically or legally incapable of giving Consent and, in some limited cases, for our legitimate interest.
Data Subject’s Rights & Requests
You have rights when it comes to how we handle your Personal Data. These include rights to:
Request access to your Personal Data (commonly known as a "data subject access request"). This enables you to receive certain information about our Processing activities and a copy of the Personal Data we hold about you to check that we are lawfully processing it.
Request correction of the Personal Data that we hold about you. This enables you to have any incomplete or inaccurate information we hold about you corrected.
Request erasure of your Personal Data. This enables you to ask us to delete or remove Personal Data where there is no good reason for us continuing to Process it. You also have the right to ask us to delete or remove your Personal Data where you have exercised your right to object to Processing (see below).
Object to Processing of your Personal Data where we are relying on a legitimate interest (or those of a third party) and there is something about your particular situation which makes you want to object to processing on this ground. You also have the right to object where we are processing your Personal Data for direct marketing purposes.
Request the restriction of processing of your Personal Data. This enables you to ask us to suspend the Processing of Personal Data about you, for example if you want us to establish its accuracy or the reason for Processing it.
Request a copy of any agreement under which Personal Data is transferred outside of the EEA; 
Request the transfer of your Personal Data to another party. 
If you want to review, verify, correct or request erasure of your Personal Data, object to the Processing of your Personal Data, or request that we transfer a copy of your Personal Data to another party, please contact the DPO or a Partner in writing.
In the limited circumstances where you may have provided your consent to the collection, Processing and transfer of your Personal Data for a specific purpose, you have the right to withdraw your consent for that specific Processing at any time. To withdraw your consent, please contact your solicitor of the DPO. Once we have received notification that you have withdrawn your consent, we will no longer Process your information for the purpose or purposes you originally agreed to, unless we have another legitimate basis for doing so in law.
You will not have to pay a fee to access your Personal Data (or to exercise any of the other rights). However, we will charge a reasonable fee if your request for access is unfounded or excessive. Alternatively, we may refuse to comply with the request in such circumstances.
We may need to request specific information from you to help us confirm your identity and ensure your right to access any information requested (or to exercise any of your other rights). This is an appropriate security measure to ensure that Personal Data is not disclosed to any person who has no right to receive it.
[bookmark: a404188][bookmark: _Toc376945149]
Appendix 1
1. Definition of data protection terms
0. [bookmark: a363838]Consent: agreement which must be freely given, specific, informed and be an unambiguous indication of the Data Subject's wishes by which they, by a statement or by a clear positive action, signifies agreement to the Processing of Personal Data relating to them.
[bookmark: a830107]Data: information which is stored electronically, on a computer, or in certain paper-based filing systems.
0. Data Controller: the person or organisation that determines when, why and how to process Personal Data. It is responsible for establishing practices and policies in line with the GDPR. Streathers are the Data Controller of all Personal Data relating to our clients, employees, workers, contractors, agency workers, consultants, members and others and Personal Data used in our business for our own commercial purposes.
Data Processor(s):  any person who processes Personal Data on behalf of a Data Controller. Employees of Data Controllers are excluded from this definition but it could include suppliers which handle personal data on our behalf.
0. [bookmark: a858055]Data Subject: a living, identified or identifiable individual about whom we hold Personal Data. Data Subjects may be nationals or residents of any country and may have legal rights regarding their Personal Data.
0. [bookmark: a418315]DPA 2018: Data Protection Act 2018
0. EEA: the countries in the EU, and Iceland, Liechtenstein and Norway.
0. [bookmark: a629194]Explicit Consent: consent which requires a very clear and specific statement (that is, not just action).
0. [bookmark: a407648]General Data Protection Regulation (GDPR): the EU’s General Data Protection Regulation ((EU) 2016/679) and the UK’s retained EU law version of the General Data Protection Regulations under the DPA 2018. Personal Data is subject to the legal safeguards specified in the GDPR.
0. [bookmark: a130610][bookmark: a342015]Personal Data: any information identifying a Data Subject or information relating to a Data Subject that we can identify (directly or indirectly) from that data alone or in combination with other identifiers we possess or can reasonably access. Personal Data includes Sensitive Personal Data but excludes anonymous data or data that has had the identity of an individual permanently removed. Personal Data can be factual (for example, a name, email address, location or date of birth) or an opinion about that person's actions or behaviour. 
0. Personal Data Breach: any act or omission that compromises the security, confidentiality, integrity or availability of Personal Data or the physical, technical, administrative or organisational safeguards that we or our third-party service providers put in place to protect it. The loss, or unauthorised access, disclosure or acquisition, of Personal Data is a Personal Data Breach.
0. [bookmark: a264928]Processing or Process: any activity that involves the use of Personal Data. It includes obtaining, recording or holding the data, or carrying out any operation or set of operations on the data including organising, amending, retrieving, using, disclosing, erasing or destroying it. Processing also includes transmitting or transferring Personal Data to third parties.
0. [bookmark: a606103]Sensitive Personal Data: information revealing racial or ethnic origin, political opinions, religious or similar beliefs, trade union membership, physical or mental health conditions, sexual life, sexual orientation, biometric or genetic data, and Personal Data relating to criminal offences and convictions. 
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